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AI moved from answering questions to running work. 
Now Agentic AI orchestrates full workflows and acts as 
an operator. By the end of 2026, 40% of enterprise 
applications will include task-specific AI agents. 

Gartner projects that this wave could account for 
30% of enterprise software revenue by 2035, rising 
from 2% in 2025.
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Singtel's Unified SASE Convergence integrates SD-WAN and advanced SSE 
solutions into a unified cloud-based platform, delivering six critical enforcement layers 

that can treat AI agents as non-human identities requiring granular access controls:

Internal drift2Internal drift2

Model updates Model updates 

Data shifts Data shifts 

Learning e�ects Learning e�ects 

Process optimisationProcess optimisation

Evolution-driven behaviour changeEvolution-driven behaviour change

External driftExternal drift

Prompt injection3Prompt injection3

Prompt engineeringPrompt engineering

Context poisoningContext poisoning

Input manipulationInput manipulation

Attack-driven behaviour changeAttack-driven behaviour change

01.01.
Model updates
Agents change behaviour after 
retraining or version upgrades.

Model updates
Agents change behaviour after 
retraining or version upgrades.

02.02.
Training data shifts
New data distributions alter how agents 
interpret inputs and make decisions.

Training data shifts
New data distributions alter how agents 
interpret inputs and make decisions.

03.03.
Process shortcut learning
Agents optimise for speed or e�ciency 
by skipping required steps.

Process shortcut learning
Agents optimise for speed or e�ciency 
by skipping required steps.

04.04.
Lack of process-level validation
Systems only test outputs, not 
reasoning or workflows.

Lack of process-level validation
Systems only test outputs, not 
reasoning or workflows.

Probable causes of  External driftProbable causes of  External drift

01.01.
Prompt injection
Inputs override system rules and 
redirect agent behaviour.

Prompt injection
Inputs override system rules and 
redirect agent behaviour.

02.02.
Indirect prompt injection
Malicious instructions hidden in docu-
ments, webpages, emails, APIs, or 
data sources that agents ingest.

Indirect prompt injection
Malicious instructions hidden in docu-
ments, webpages, emails, APIs, or 
data sources that agents ingest.

03.03.
Context poisoning
Injected content contaminates data 
memory, long-term context, or 
planning layers.

Context poisoning
Injected content contaminates data 
memory, long-term context, or 
planning layers.

04.04.
Tool hijacking
Manipulated prompts cause misuse of 
APIs, workflows, and system 
permissions.

Tool hijacking
Manipulated prompts cause misuse of 
APIs, workflows, and system 
permissions.

Why current guardrails fail

The network as containment 
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