
Boosting cyber resilience
across your business

Singtel Cyber Elevate is a holistic one-stop training and cyber incident 
management programme. It is designed to help businesses develop the 
necessary competencies to address cyber security risks and respond 

effectively to breaches when they occur.



The cyber threat landscape in Singapore*

During a cyber crisis, Singtel Cyber Elevate supports your organisation:

The path to greater cyber resilience

70,200 
infected systems
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phishing attemptsransomware cases
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* Cyber Security Agency of Singapore, 2024

Drew & Napier
• Data Protection Policies

• Cloak Of Privilege

Assessment
In the assessment phase, your business will be guided 
through a self-declarative cyber health check based on 
the Cyber Security Agency (CSA) of Singapore’s Cyber 
Essentials Framework, to ascertain your risk posture.

Awareness
Employees will gain real-world knowledge about cyber 
security and foster good cyber hygiene practices 
through an online Security Awareness Education (SAE) 
module with built-in phishing simulation.

Workshops provide employees with guidance on legal 
compliance and hands-on practice in cyber crisis 
management, post-incident recovery and incident 
response planning.

• 1 x post-breach legal assistance  • Unlimited email backup
• 1x post-breach cyber incident response support³

Management
In the event of a security attack, a one-time activation of 
post-breach legal assistance will give your business access 
to legal advice and guidance on handling potential civil 
claims to minimise legal liability and financial damage.

Recovery
A one-time activation of post-breach digital forensics will 
give you access to incident response practitioners who will 
work closely with your business to contain the breach, 
eradicate malware and recover a�ected systems, and 
provide recommendations for further remediation and 
security improvements.

Singtel will also provide unlimited email backup to a secure 
cloud, to facilitate restoration of email data and files. 

Blackpanda
• Incident Response Plan
• Forensics Investigation

Singtel
• Cloud Backup

• Singtel Awareness Education

Assessment Skills-building Manage Recover Backup

MAIN SERVICES
(2-day workshop)

VALUE-ADDED SERVICES
(12 months post-workshop)

¹ This package is valid for 12 months; prevailing charges (without the grant) will apply upon expiry. Minimum 4 participants per company.
² Enjoy a 70% or 90% grant for eligible businesses upon approval by SkillsFuture Singapore.
³ To be activated when a cyber incident occurs within the contract period of 12 months.

SkillsFuture
funding270% OR 90%$27,000 per organisation1

Visit www.singtel.com/business/cyberelevate M
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• 2-day workshop on cyber breach workflow conducted by experienced legal and
incident response practitioners  • Security awareness education via e-learning  • Cyber health check

FREE value-added services




