
Ignite the Change
Hello Possibilities

Critical Information Infrastructure (CII)
Advanced Persistent Threat (APT)
Detection & Response Programme

Practitioner technical programme  

Protect what keeps Singapore running
Developed by Singtel and DART with support from CSA, this five-day programme equips CII 
practitioners with practical skills to detect, investigate and respond to sophisticated cyber 
threats across dedicated IT and OT tracks. 

Supported by

5 hands-on days 2 tracks:
IT + OT environments

1 simulated CII
investigation 



Build practical readiness across IT and OT

5-day practitioner learning journey

From threat intelligence to incident response:
practise the full defence journey
CII teams need more than theory. Through practical exercises and simulated environments,
this programme trains practitioners to identify threats earlier, investigate with confidence
and respond e�ectively. 

IT ENVIRONMENT 

Threat intelligence
and APT analysis

Network forensics
and anomaly detection

Identity controls, segmentation 
and Zero Trust principles

Detection engineering and 
lateral movement analysis

Incident response
and disaster recovery

Day 1

Threat intelligence 
and attacker 

tradecraft

Day 2

Practical
threat hunting 

Day 3

Architecture 
and risk 

assessment

Day 4

Detection
and forensics

Day 5

Incident 
response and 
assessment

OT ENVIRONMENT 

Threat hunting in
critical environments

OT network architecture
and vulnerable protocols

OT asset inventory
and risk prioritisation

Segmentation, remote access 
and Zero Trust principles 

Industrial control system 
hardening and response

Build defence readiness against sophisticated threats.

Register your interest

Programme fee: 
S$8,000 per participant before subsidy. Eligible enterprise can receive up to 70% subsidy*. 

*Terms and conditions apply. Funding support may be available for eligible participants, subject to prevailing programme requirements, assessment and approval.
Singtel reserves the rights to change the terms and conditions without prior notice.

mailto:g-cyberrange@singtel.com


Singtel Group is a leading Asia-based connectivity, digital infrastructure and services company with 
businesses and strategic investments globally that serve consumers, enterprises and governments.

The Group’s telecoms businesses include Singtel Singapore, Optus and regional associates Airtel, 
AIS, Globe and Telkomsel. Together, they give Singtel a significant footprint across Asia Pacific, India 
and Africa, reaching over 839 million mobile customers in 20 countries.

Its digital infrastructure business includes regional data centre arm, Nxera, and a joint investment with 
KKR in STTGDC. Digital services arm, NCS, complements this infrastructure with enterprise 
technology and AI solutions, while sovereign AI cloud RE:AI brings together Singtel’s AI capabilities. 

As it powers the digital and AI economy, Singtel is dedicated to driving innovation and transformation 
to create new and exciting customer experiences, support enterprises in their digital transformation 
and shape a more sustainable, digital future. 

For more information, visit www.singtel.com/business.
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For more information Contact us www.singtel.com/cii-apt-training

https://www.enterprise.singtel.com/webApp/Contact_Us?pagesource=cs-cyber-edu
https://www.singtel.com/cii-apt-training




